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L2 - Business & Planning Systems (IT)
= — DeMilitarized Zone (IT/OT) + PHS for security
Production Management Systems (OT) 1
Supervisory Control (OT)

Basic Control & Safety and Protection Systems (OT)
Field Instrumentation, Actuators & Rotating equipment (OT) ~ L PHS for field assets

~ PHS for system assets
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Customer value Security  |System assets| Field assets
Improved maintenance
v
efficiency and reduced costs d Y
Improved performance of v v
OT assets
Fewer unplanned plant v v v
shutdowns
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Under Planning
External . :
[ MSS Platform ] [ Y-soC ] Threat Analysis [Cyber Securlty]

Support Team Team Mgmt. Dept.
Platform Issue Log Analysis Technical
Support
PHS for security
Operator Team
|
Report Check
Data Collection Overseas Affiliates
By MSS
I Report Submission
| Customer ‘
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Analysis & support

Notification

B

Sharing
information

Yokogawa

@ service desk

MSS

System assets
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HART, FOUNDATION Fieldbus ¥ 7]e} 541 T2 EZ-S

= AAE T2 A A grar ofu ek 2F7F Hek(self-diagnosis) T
E/\ﬂ/\ Zk(process diagnosis) T 2 Ae| A RE H5S 4 A5Y
o} olefet R = FF F /o] B2 Aol Aok shARt, &
o BAE ] AL 1 FAE RUEPoE R0l £2
U ey ZRAA R ge] 47 By BAOR A R
£ oF = A2 44 g5Uth o] ZEE A5k it dg 91
StE5H 94 workflows &5t A2 ofHsUrh @4 24t
PHSE AlA B 2] AU oA 17 R = A dlolHE

A, o5 AR E] HASAY A A HiMz Ayt of
24 o] Au|ae 123} Fste] 249 UlE wefstal HigH
& 7ot A B 2SR T8 4 o] AHl2o] B
& Holgyth

gg Self-diagnosis

’ Process diagnosis

Periodically collects diagnostic
o information from the PRM and
~ 771 Insight Suite AE (ISAE) about
lnslgm&)ﬂ“f gAE sensors and valve positioners.
y PHS for field assets serves as an
MSS MSS dashboard to provide
V.III -------- maintenance information. Multiple
PRMs can be managed on a single
- MSS screen.
\ 4
H H Data are used to explore ways to
LE‘I‘L’J ________ resolve issues with the customer.
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Worst Device Ranking

Fisher Controls

HART Manufacture_252 Device_239

HART MAGNETROL MODEL_705 3X

HART Fisher Controls DLC3010

HART MAGNETROL MODEL_705_3¥

HART Rosemount Inc. 5300 .
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(1) ANSI/ISA-99.00.01-2007, Security for Industrial Automation and
Control Systems Part 1: Terminology, Concepts, and Models, ISA,
2007, pp. 69-73

* All company names, organization names, product names, and logos that
appear in this paper are either trademarks or registered trademarks of
Yokogawa Electric Corporation or their respective holders.
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